Explanatory Memorandum to the directive “Risk Management” 


A comprehensive evaluation and feedback survey involving all university managers was completed in early 2024, focusing on the risks and mitigation measures outlined in the TalTech Risk Matrix, which was mapped and approved in the period 2021-2022. The 2024 evaluation involved assessment of the relevance of risks, the status and effectiveness of the mitigation measures, and the overall extent of risk coverage. A total of 50 managers, representing both academic, administrative and support units, provided feedback in the survey. The evaluation was conducted based on the 31 risks (mapped in 2021) outlined in the Risk Matrix (approved by Rector’s directive No 52 of 18 October 2022). The results of the risk evaluation and responses received have been aggregated and are now available on the risk management page on the intranet (General management > Risk management -> Risk evaluation 2024).
As a result of the evaluation, validation by the risk owners and feedback from managers, 14 risks have been removed from the active risk matrix, and 1 new risk has been added. Mitigated, accepted, consolidated risks, or mitigated and accepted residual risks are removed from the active risk matrix (except for one residual risk, which has been added to the active matrix). As a result, by this directive 17 risks are confirmed as part of the active risk matrix, detailing their respective owners, responsible units, mitigation measures and persons responsible for implementation of the measures. (For specifics, please see the risk map on the sheets in Excel). The first sheet of the risk matrix contains the guidelines and the approved assessment criteria.
1. Approval of the risk management process map –  with explanations 
To clarify the university’s risk management process, a diagram illustrating the key components and their interrelationships has been prepared, as shown in Figure 1. Risks are categorised into resolvable, acceptable and owned risks. Risk management measures are categorized into risk resolution and risk mitigation measures. Measures to be implemented should an accepted risk materialise, including recovery plans, crisis management, and other activities aimed at restoring the previous state, are addressed separately. The figure also illustrates the workflow stages for implementing risk resolution and mitigation measures. Figure 2 outlines the stages of the risk management process and the corresponding outputs (with values) - this provides an understanding of risk events, risk owners and roles, risk mitigation measures, associated resources, and the status of the mitigation measures (indicating the phase of resolution at the time of the evaluation). For more details see Figures 1 and 2.
Figure 1. Risk management components and the status of workflows for implementing risk resolution and mitigation measures.
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Figure 2. TalTech’s risk management process map
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2. General provisions of the risk matrix –  classification of impact areas
The new risk matrix no longer categorizes risks into groups A, B, and C, as this division was only necessary for the initial risk mapping conducted in 2021. This evaluation focused on assessing the existing risks and analysing potential new risks. In the revised risk matrix, risks are categorized by impact area – see the table in Annex 1 of the Explanatory Memorandum below. 
In the updated risk matrix, each risk is not only categorized by impact area but also assigned a concise title to facilitate easier identification and management.
3. General provisions – updating of the assessment criteria
The table of risk assessment criteria (see Annex 2 to the Explanatory Memorandum) has been updated for conducting evaluation in 2024. The table of assessment criteria now includes more detailed descriptions of the ‘impact/consequence’ criteria, with links to recovery resources and the ‘likelihood’ descriptions have been updated. Furthermore, explanations have been provided and specificities have been described to facilitate risk assessment in the areas of information technology and real estate. To provide a quicker overview of the assessment criteria, a simplified dimension table, serving as a supplementary guide to the risk assessment criteria, has been created (see Annex 3 to the Explanatory Memorandum) 
4. Risks removed from the risk matrix 
As a result of the evaluation conducted in 2024, 15 risks were identified that will be removed from the active risk matrix. The risks removed from the matrix will continue to be monitored.
Table 1. List of risks to be removed from the matrix, along with the reason for their removal
	Overview of the risks removed from the risk matrix

	Adequately mitigated (leaving residual risk) -  
7 risks
	· RISK 2 (Transparency of funding);  
· RISK 6 (Horizontal cooperation (academic));
· RISK 7 (Sustainability of the academic career system);
· RISK 20 (Preparedness for distance learning);
· RISK 21(Credit risk);
· RISK 25 (Competitiveness of the university campuses);
· RISK 30 (Conflict of interest);

	Residual risk formulated as a new risk -  
1 risk 

	· RISK 25 (Competitiveness of the university campuses - RISK 32 has been formulated based on the residual risk  (Vision of the university campuses) (the risk can be found in the revised risk matrix);  

	Incorporated into core activities -  
1 risk 
	· RISK 15 (Information and data policy); 

	Consolidated in the active matrix – 
7 risks 
	· Consolidated under RISK 10 (Next academic generation)
· RISK 12 (Next academic generation) 
· RISK 13 (Next academic generation) 
· and RISK 14 ( Sustainability of the tenure and academic career system); 
· Consolidated under RISK 5 (Sustainability of the tenure and academic career system) 
· RISK 14( Sustainability of the tenure and academic career system);
· Consolidated under RISK 22 (Procurement risk) 
· RISK 23 (Procurement risk) and  RISK 24 (Procurement risk);
· Consolidated under RISK 16 (IT service continuity)  
· RISK 18 ( IT service continuity);  
· Consolidated under RISK 27 (Organizational climate and mental health) 
· RISK 28 (Organizational climate and mental health). 



5. Definition of the risks in the risk matrix  
The new risk matrix, compiled based on the evaluation conducted and feedback provided in 2024, includes 17 risks. Half of these risks have revised formulations, the mitigation measures of the risks have been validated and updated, several risks have been consolidated and worded in more detail, and the owners of four risks have changed: (RISK 8 (Infrastructure financing model), RISK 9 (Research ethics), RISK 10 (Next academic generation), RISK 31 (External financial risk). In addition, one new risk has been formulated (RISK 32 - Vision of the university campuses).
The scores for all risks have been validated, reflecting the feedback from the survey and adjustments based on updated risk formulations or changed circumstances. The results of the survey are available on the intranet.
Table 2. Summary of high-scoring risks
	Summary of high-scoring risks in the risk matrix

	Score 16
	RISK 3 – Strategic capabilities
RISK 17 – External cybersecurity risks
RISK 32 – Vision of the university campuses

	Score 12
	RISK 4 – Security awareness 
RISK 8 – Infrastructure financing model 
RISK 16 – IT-service continuity 
RISK 19 – Preparedness for crisis

	Score 10
	RISK 26 – Continuity of real estate services

	Score 9
	RISK 1 – Management quality and synergy of processes
RISK 5 – Sustainability of the tenure and academic career system 
RISK 10 – Next academic generation
RISK 31 – External financial risk





Annex 1 Classification of risks by impact area 
	Risk type by impact area
	Risks in the impact area in the risk matrix 
(spring 2024)
	Mitigated or consolidated risks in the impact area  
(based on the evaluation conducted in spring 2024)

	1. Strategic competitiveness and attractiveness: 
risks related to strategic capability, strategic management, and competitiveness.
	· RISK 3 (Strategic capabilities) 
· RISK 8 (Infrastructure financing model) 
· RISK 32 (Vision of the university campuses)
	· RISK 6 (Horizontal cooperation (academic)) 


	2. Academic development: 
risks associated with academic staff, the quality of teaching and the sustainability of research.
	· RISK 5 (Sustainability of the tenure and academic career system) 
· RISK 10 (Next academic generation)
	· RISK 7 (Sustainability of the tenure and academic career system) 
· RISK 12 (Next academic generation) 
· RISK 13 (Next academic generation) 
· RISK 14 (Sustainability of the tenure and academic career system)

	3. Reputation and reliability: 
risks affecting the reputation and reliability of the university.
	· RISK 4 (Security awareness) 
· RISK 9 (Research ethics) 
· RISK 11 (Study and research ethics)
	· RISK 30 (Conflict of interest)


	4. Continuity risks:
 risks related to the functioning of IT services and real estate (incl. the infrastructure).
	· RISK 16 (IT service continuity)
· RISK 26 (Continuity of real estate services)

	· RISK 15 (Information and data policy) 
· RISK 18 (IT service continuity) 
· RISK 20 (Preparedness for distance learning) 
· RISK 25 (Competitiveness of the university campuses)

	5. Management and financial risks: 
various risks having an impact on the management and finances, including risks related to procurements.
	· RISK 1 (Management quality and synergy of processes) 
· RISK 22 (Procurement risk)
	· RISK 2 (Transparency of funding) 
· RISK 21 (Credit risk) 
· RISK 23 (Procurement risk)
· RISK 24 (Procurement risk)

	6. Safety, security, organizational climate, and crisis preparedness: 
risks related to the safety and security of individuals and the work environment, risks having a psychosocial impact or an impact on employees’ well-being.
	· RISK 19 (Preparedness for crisis) 
· RISK 27 (Organizational climate and mental health) 
· RISK 29 (Occupational safety, incl. safety in the laboratories)  
	· RISK 28 (Organizational climate and mental health)

	7. External risks: 
risks related to crises, market fluctuations, price changes, war, and cyber threats.
	· RISK 17 (External cybersecurity risks)
· RISK 31 (External financial risk)
	






2

Annex 2 Table of risk assessment criteria 
	Likelihood
	Description of likelihood

	Certain - 5
	The event/risk has occurred previously. The event is almost certain to occur, e.g. once a year.

	Likely - 4
	The event/risk will probably occur. The event occurs frequently, e.g. once every 2-3 years.

	Possible- 3
	The event/risk might happen, the event occurs sometimes, e.g. once every 4-10 years.

	Unlikely - 2
	The event/risk occurs seldom, e.g. once every 10-25 years. There are a few examples in practice, but they are very rare.

	Highly unlikely - 1
	The risk is theoretical, or the risk event occurs very rarely and under exceptional circumstances, e.g. once every 25 years or less frequently.



	Impact/consequence
	Impact/consequence assessment criteria

	Critical impact - 5
	1. Critical or catastrophic impact: the realized risk has made it into newspaper headlines for an extended period, causing significant damage to the university's strategic capability, continuity, or reputation. This category also includes multi-crisis situations where the university's operations are critically disrupted, necessitating the termination of some core activities or fields.
2 Significant financial and budgetary loss, exceeding 25% of the budget (potentially leading to bankruptcy or the closure of parts of the university) necessitating major reorganizations. 
3. The entire or majority of the campus must remain closed for over a month, with all work and study activities conducted remotely or halted entirely. The event has made it into newspaper headlines and has led to major shutdowns of buildings and systems, which are on standby.
4.  In the case of IT services, multi-disaster/crisis scenarios (e.g., server room destruction), large-scale or extreme cyber-attacks (data loss/leak with ransom demands, etc.), and significant financial losses, all potentially concerned or connected employees and students are affected.
5. Restoration of damages may take over a year, with an acute crisis lasting more than 2 weeks before restoration activities can even begin. The situation has escalated across all units and campuses, potentially posing a threat to human lives.
6. A crisis situation has been declared at the university for more than a week.

	High impact - 4
	1. High impact that affects multiple areas and units, takes considerable time to resolve, escalates and can make it into newspaper headlines, causing damage to the university’s reputation, continuity, and competitiveness.
2 Compensation for damages and the implementation of mitigation measures require additional resources beyond the units’ reserves and budget, expands to a university-wide scale.
3. The event or crisis lasts for up to one week, affecting both business critical services and vital systems (the operational capability of vital systems can be maintained throughout the first week).
4. This is a cumulative impact of several different risks (a multi-crisis) that has spread across various units and fields. It affects approximately 500 employees or up to 5,000 users and a significant portion of the university’s services, with potential for further escalation. The event makes it into newspaper headlines and poses a risk to the university’s reputation. Restoration of both the situation and reputation may take up to a year. Direct and indirect losses can reach up to 10% of the budget for the affected field or the university, with mitigation efforts involving multiple units and affecting various areas in the university.

	Moderate impact - 3
	1. A moderate impact that arises from neglecting a long-term issue, potentially leading to significant effects on the organization’s competitiveness and quality over time. Affects up to fifty per cent of the organization’s units and remedying the consequences of the event requires additional resources.
2  An event or incident that takes more than a week to recover from, expands to other units (not all units who could be affected, can be localised).
3. An event affecting business critical services and vital systems and involving several units (e.g. a cyber-attack, water, telecommunications or power outages lasting more than 1h,  with restoration and stabilisation taking up to 1 month.
4. The restoration costs may reach up to 5% of the budget for the field. The event makes it into newspaper headlines, the information is published in media, attracts media attention, and can potentially lead to reputation damage.

	Low impact - 2
	1. Low impact, from which recovery is achieved quickly and the previous situation is achieved within days (maximum a week), i.e. business-critical services are restored within hours (up to a day) and vital systems are restored within days (up to a week).
2. Recovery is typically managed using internal reserves according to planned mitigation and restoration activities. The impact does not extend beyond the field and unit, the unit is able to successfully localise and restore the situation. The costs incurred do not exceed 1% of the unit’s or field's budget.
3. Critical systems are restored quickly, and the impact does not escalate.

	Negligible impact - 1
	1. Minor or negligible impact, typically limited to a specific area or sector, without a wider impact. Can be localised quickly, does not escalate, an acceptable situation for which the university is prepared, limited to one or a few units.
2 The situation is unpleasant, temporary or inconvenient, it is resolved within hours or days according to effective, pre-planned mitigation actions or recovery plans.
3. UPSs and generators for vital systems are activated, the impact of the event does not extend beyond the specific field and unit.




Annex 3. Reference table for risk assessment criteria 
	
	Duration of the incident or crisis
	Financial damage
	Duration of recovery
	Risk escalation (beyond the unit)
	Scope of impact on people (staff and students)
	Reputation
	Threat to life

	5
	More than 1 week
	25% or more of the total budget
	More than a year
	All units, the impact extends beyond the institution
	All units, the impact extends beyond the institution
	Long-term reputation damage
	A threat to (many) lives

	4
	1 week
	10% of the field/university budget
	Up to a year
	Partially
	More than 50% of the units and/or study programmes
	Reputation damage
	A threat to life

	3
	More than 1 hour
	5% of the unit/ field/university budget
	A month
	Partially
	Different units and/or students from different study programmes
	Reputation risk
	-

	2
	Less than 1 hour
	1% of the unit/ field budget
	A week
	No
	Unit
	-
	-

	1
	Less than 1 hour
	Extremely low or negligible
	A day - a week
	No
	Unit
	-
	-
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